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UHcTpyKuma

MoTpebyeTtca komnbtoTep (He TenedoH M He nnaHweT). MHCTPYKUMA HanucaHa ana
ana Windows, otanumsa Ha Linux u gpyrinx OC He3HauynTenbHbl.

Ecnn Bbl HE XOTUTE OCTaBAATb CeA0B Ha KOMMNbOTEpE, CKauMBanTe Bce dalnbl Ha
dnewky. Tam Ke ycTaHaBAMBaWTE NPOrpaMMbl, XpaHUTE KOLWENbKK M Napoaun. Becb
codT — noptabenbHbIN.

Ha KakAapbIi Wwar B MHCTPYKLMM €CTb CKPUHLLOT, CamMa MHCTPYKLUMA npocTta. OgHakKo, Bce
onepauumn TpebyloT BpeMeHM, YTO HYXKHO y4YUTbIBaTb M NAAHMPOBATb CBOW AENCTBUA
3apaHee.

CopeprkaHue:

1. YcTtaHoBKa Tor-6pay3epa

2. Co3paHune Kowenbka Monero

3. Co3paHusa KowenbKa ETH (Metamask)

4. KoHpuaeHumanbHble goHaTbl Yepe3 Monero

NHCTpYKUMto nnaHnpyeTca o6HOBNATL NO Mepe HeobxoaMMOCTw.

KUunH t.me/kcpn2014 no noucky “donatogram” waum Ha caiite KUNH
https://kcpn.info 11!

FnaBHbIV Ny6anuHbIK agpec KUMH gna nepesogos B Monero:

87in6JhxggiNxzFZ5qBrwZNazVjdg31CEMFELS5E4HttcEC1znp7YYvx44GuxKi
KifESPZhNxU1NYMAuzJLaB6RFb6eHV1dr

Bbl BCcerga mokeTe 3a4aTb TEXHUYECKUME BOMPOChHI, a TaKXKe NoJly4nTb abcontoTHO cBOM
I'IepCOHaﬂbeIﬁ agpec anAa I'IO)'I-(epTBOBaHVIVI yepes Hall TenerpaMN\ 6OT, cneunanbHoO
ﬂpeﬂ,Ha3HaquHbll\;1 ANA 3TUX BOMNPOCOB!

@kcpn_crypto_bot
OH Ke B BUAE CCbINIKK

https://t.me/kcpn crypto bot



https://kcpn.info/
https://t.me/kcpn_crypto_bot

1. YcraHoBKa Tor-6paysepa

Tor He aBnaetTcA abCONOTHOM 3aAWLMUTOM, HO 3aATPYAHUT COOP AaHHbIX O BaLIMUX
KPMNTOBANIOTHbIX AOHATAX, A TaKXKe MaTepuanax, Kotopble Bbl NpocmaTpmsann. Mol
noAroToBMAW ANA Bac CNPaBKy O TOM, Kak Tor-6pay3ep paboTaeT B pa3Hbix CTpaHax.
OHa B NpUAOXKEHUM HOMEP 1 B KOHLLE 3TOM MHCTPYKLUMN.

1.1. Co3paiite nanky (Ha paeLwwKe nan KomnbtoTepe)

1.2. OtkpoiTe https://www.torproject.org/download/, ckavaiite Bepcuo Ans
Windows B8 Bawy nanky. Ecnm Tor 3abnokvMpoBaH BaWMMK MNPOBANAEPOM,
rMNepCChbl/ika Bblle He OTKpbIBaeTcA Uan Tor-bpaysep He paboTaeT, To BKAtounTe VPN.
[anee Bceraa BbINOAHANTE MHCTPYKUMK C BKAtOYeHHbIM VPN. MogpobHee, 4To B 3TOM
C/lyyae fenatb, CMOTPUTE B NMYHKTe 2.22 HUXKe.

CkavaTtb ana Windows

NMoanucL @

1.3. 3anyctuTe cKayaHHbi daiin tor-browser-windows-x86_64-portable-*..*.exe .
YKarKnte nyTb K Ballen nanke, Haxkmute “YcraHoBuUTh”



Manka wCTaHoEKKH

| i Crvpkh Tor Browser Cfzop ...

TpefyeTcA Ha AWcke: 309,3 MaadT
AOcTynHD Ha aucke: 84,7 FoadT

( I'.‘-"I:TaHI:IBHTb D OTHEHS




1.4. Bbibepute “loToB0”. ECM He XOTUTE MMETb WMKOHKY Tor Ha pabouyem crone,
CHMMUTe ranioyky “NobaBuTb B MeHto NycK 1 3HauYkm paboyero ctona”. Tor He byaeT
BMUAEH B CMIMCKE NPOrpamm, a 3anyckaTb €ro MOXKHO C Ap/iblKa BHYTPY Ballen Nanku.

3aeepuweHue paboTu MacTepa
ycTaHoBku Tor Browser

¥CTaHoeka Tor Browser BeINONHEHA,

HammHTe KHoNEY “MoToEn” ANA BRIX0Aa M3 NPOrpaksl
YCTAHDEKH,

SanycTHTE Tor Browser

AofaBHTE MeHH Mok W SHAaYKK pabiodero cTona

& Ha3aﬂ.® 1T

‘II-_____.____..-F

1.5. AkTuBMpymnTe “Bcerga noakatoyatbca aBTomatndeckn” mn 3atem “CoegmnHntbea”.
Ecnn Tor 6hoKkmMpoBaH NpoBanaepom, NoAKNOUUTECH K MHTepHeTY yepe3 VPN.

@ NoaknrouveHue K Tor

EBpaysep Tor nepeHanpaenAeT Balw TpadWk JYepes CeTh Tor, E& NodAepdaiBatoT ThICAYM
10BpOBOABLER MO BCEMY MDY,

EFAA MNOAKNKDUATECA aBT OMATHYECKA

CoeMHUTbCA

Hactpoitka nogkaoueHns...




2. CozpaHue Kowenbka Monero

Monero (XMR) AaBnaetTca 0oCHOBHOW KOHPUAEHUMANbHON KPUMNTOBANOTOM, KOTOpas
CKpbiBaeT ¢aKTbl NepeBOAOB — OTNPaBUTENA, MOJy4YaTens, Cymmy, Bpems U TaK
Aanee. UcnonbzoBaHne Monero neranbHo. [osToMy TaKoOW MHCTPYMEHT No3BonseT
COBepLaTb AOHAT B TallHe, He HapyLLasa 3aKOHOB CTpaH nNpebbiBaHMS.

2.0.1 Bce cCbIIKU U3 AaHHOM MHCTPYKLMK XKenaTelbHO OTKpbIBaTb Yepes Tor-6paysep.
Baw WHTepHeT-NpoBakgep MOXKET 3anucbiBaTb agpeca CamToB, K KOTOPbIM
obpallatoTca nonb3oBaTenn. Tor 3aTPYAHUT 3Ty CNEKKY U MOMOXKET 3aMacKMpoBaThb
Balll MHTEpPEC K KOHOUAEHUMANbHbIM IOHaTaM.

2.1. Ckauaiite kowenek Monero ansa Windows (nopTtabenbHbiit) yepes Tor-6pay3ep

a)
http://dImonerotqz47bjuthtko2k7ik2ths4dw2rmboddyxw4tz4adebsmijid.onion/gui/w
in64

6) pe3epBHan ccblNIKa Ha TOT Xe apxmB https://downloads.getmonero.org/gui/win64

https://downloads.getmonero.org/gui/winbd

@

You have chosen to open:

monero-gui-win-x64-v0.18.4 3 zip

which is; ZIP Archive (130 ME?
from: downloads.getmonero.org

What should Tor Browser do with this file?
Qpenwith v
(@ Save File

Do this automatically for files like this from now on.

] 4 Cancel



2.2. PacnakynTe cKauyaHHbIW zip-$pann B Bawwy Nanky v 3anyctute ¢pann monero-wallet-
gui.exe

extras
| | LICEMNSE

[®E] monerod. exe

(=] start-lowe-graphics-mode. bat

2.3. KankHute Continue. Mo XenaHMo MOXHO NepeKkNyYmTb MHTePdENC Ha PYCCKUN
A3blK (KHONKa nesee Continue)

M MONERO

Welcome - Wilkommen - Bonvenon - Bienvenido - Bienvenue - Valkommen - Selamat datang
- Benvenuto - #: - Welkom - Bem Vindo - go6po noxxanoeatb

3E3 English (US)




2.4. CHayana BkawoumuTe Portable mode, 3atem Bbi6epute Advanced Mode

MONERO

Mode selection

Please select the statement that best matches you

Simple mode
Easy access to sending, receiving and basic functionality

Simple mode (bootstrap)

Easy access to sending, receiving and basic functionality. The blockchain is downloaded to your
computer.

Advanced mode

Includes extra features like mining and message verification. The blockchain is downloaded to
your computer

Optional features

Select enhanced functionality you would like to enable.

Portable mode

Create portable wallets and use them on any PC. Enable if you installed Monero on a USB stick, an
external drive, or any other portable storage medium.

Back to menu




2.5. Bbibepute Create a new wallet

Welcome to Monero

Create a new wallet
Choose this option if this is your first time using Monero.

* Create a new wallet from hardware

Connect your hardware wallet to create a new Monero wallet.

Open a wallet from file
Import an existing .keys wallet file from your computer.

Restore wallet from keys or mnemonic seed

Enter your private keys or 25-word mnemonic seed to restore your wallet.

ELL]

| Change wallet mode




2.6. BBeguTe Ha3BaHMe KowesbKa (N0boe); 3aTem YKaxkute nanky, rge xotute
XPaHUTb Kollenek (3To MOXeT 6biTb U paewkKa); Haxkmute Next

Create a new wallet

Cre ew wallet on this computer.

Wallet location

monero-storage/wallets

Back to menu




2.7. CoxpaHuTe MAW pacneyatanTe Ha Oymary AaHHble, NO KOTOPbIM CMOXKeTe
BOCCTAaHOBWTb KOLIENeK:

a) cua-dppasy (kHonkKa copy to clipboard)
6) naty co3gaHue (Creation date)

B) BbicoTa (uMdpbl B Restore height)

+ [Motom HaxkmuTte Next

& MONERO

= Write down your recovery phrase

displayed. Keep this paper in a safe place and do not disclose it to anybody! Do not store these words digitally,
always use a paper!

Recovery phrase (mnemonic seed): @
gossip 6 axes 11 unnoticed 16 doing 21 radar
2 foolish 7 ledge 12 mixture 17 inundate 22 foxes
3 eight 8 nasty 13 vague 18 neon 23 onto
1 exult 9 festival 14 dotted 19 renting 24 phrases
5 lied 10 ouch 15 smuggled : 25 eight
Create new seed | Copy to clipboard Print a template

I’ Creation date: #” Restore height: @

10 Nov 2025 J \._ 3522000

Previous




2.8. [lna npoBepKu BBEAUTE CNOBA Ballen cua-ppasbl, 3aTem Next

== Verify your recovery phrase
Please confirm that you have written down your recover phrase by filling in the five blank fields with the correct
words. If you have not written down your recovery phrase on a piece of paper, click on the Previous button and

write it down right now!

Recovery phrase (mnemonic seed): @

11 unnoticed 16 doing

7 inundate

gossip
| 7 ledge 12
eight 8 nasty 13 vague 12 neon

dotted 19 phrases

exult 9 festival
5 lied 10 ouch 15 smuggled ) building 25 eight

Previous

2.9. NMpuaymanTte 1 BBeAUTE NapO/b OT KOLLE/IbKa

Give your wallet a password

This password cannot be recovered. If you forget it then the wallet will have to be restored from your 25 word
mnemonic seed.

Enter a strong password (Using letters, numbers, and/or symbols).

Password (confirm)

Previous




2.10. Haxkmute “Connect to remote node”, 3atem (Ha BTopom ware) “Add remote
node”

Daemon settings

To be able to communicate with the Monero network your wallet needs to be connected to a Monero node
For best privacy it's recommended to run your own node.

® | Start a node automatically in background (recommended)

Blockchain location (optional)

= Prune blockchain

Bootstrap node
Additionally, you may specify a bootstrap node to use Monero immediately

Previous

... [>J] Terminal - user@host:~... [>.] Terminal - user@host:~...

f MONERO

Daemon settings

To be able to communicate with the Monero network your wallet needs to be connected to a Monero node
For best privacy it's recommended to run your own node.

Start a node automatically in background (recommended)
® | Connect to a remote node

© Addremote node

Previous




2.11. BcraBbTe Hoay (B cTpoky address) m nopt (B CTpPoKy port). Hoay v nopt ux
CKOMUPYMTE U3 CNINCKa HOA, NO 3TOM CCbI/Ke:

a)
http://livk2fpdvaxjnjroxfz2tw3ptoggacn2dwfzxbxr3srinryxrcewemid.onion/?chain=
monero&network=mainnet&type=onion

6) https://monero.fail/?chain=monero&network=mainnet&type=onion

CcbinKy Bbllwe oTKpbiBaiTe Tor-6paysepom. Mo ccbisike BbibepUTe U3 CNUCKA TONIbKO
HOZbI ONION M TONIbKO C LLIECTb 3e/1E€HbIX KPYYKKOB.

Mpumep: ecnu BMAMUTE B Cnucke HoAay
http://waovyhgbeorma64p6cbomev4zfyduads35gd3xdc5igtjgetzvwbtkyd.onion:180
89, To Hapo B address BCTaBUTD:

waovyhgbeorma64p6cbomev4zfyduads35gd3xdc5igtjgetzvwbtkyd.onion

B port BCTaBUTb:
18089

Add remote node

Address Port

waovyhgbeorma64p6cbomev: 1 8089]

Daemon username Daemon password

Mark as Trusted Daemon

Cancel




2.12. MNpoBepbTe, YTO BCTABMEHHbIA agpec HoAbl U MOPT OTOOpPaXKalTCA B MEHIO
Daemon Settings (ecnm nx Tam HeT, OTpedaKTUPyMTe HoAy — KHOMKa chnpasa).
Ha>kmunte Next.

ur wallet needs to be connected to a Monero node.

Start a node automatically in background (recommended)

@  Connect to a remote node

© Addremote node

waovyhgbeormab4pécbomev4zfyduads3sgd3xdebigtjigetzvwbtkyd.onion: 18089
O ———————————————

Previous [

2.12.1. Nepe3anycTtute Tor-bpay3ep — 3aKpPoOKTe, 3aTem 3anycTuTe CHOBa

2.13. HaxkmuTe Create wallet, BBeguTe naponb (KOTOpbIA Npuaymanu B NyHKTe 2.9)

M MONERO

You're all set up!

New wallet details:
Wallet name 1

Wallet path monero-storage/wallets

Mnemonic seed language English

Daemon address waovyhgbeormab4p6cbomev4zfyduads35gd3xdebigtjgetzvwbtkyd.onion: 18089

Network Type Mainnet

Previous




2.14. MposepbTe, 4YTo Tor-bpaysep OTKPbIT. ECIM OH He 3anyuleH, Kowenek He byaeT

paboTtaTb.

2.15. Kowenek Monero (3anyck Kowenbka — ¢aiin monero-wallet-gui.exe) >>

Settings >> Interface:

a) otkaountb Check for updates periodically

b) otkntountb Lock wallet jn inactivity

c) BkatounTb Socks 5 proxy u B IP adress BBectn 127.0.0.1; B Port BBectn 9150
[BAXHO: Kowenek MOXKeT Nno ymosyaHuio BbicTaBaaTb 9050, Hago obsa3arenbHO
3ameHuUTb Ha 9150, nHaye coeguHeHUn He byaer]

M Account #0

< Primary account

XMR O 000000000000

Account
Send
Receive
Transactions
Advanced

Settings

<4 | Custom decorations

‘ Check for updates periodically

<4 Display wallet name in title bar
Hide balance
Light theme
Ask for password before sending a transaction

Autosave

Every 10 minute(s)
7~ N\ @

(\/lock wallet on inactivity

Sync in the background when locked
<4 Ask to stop local node during program exit

Enable displaying balance in other currencies

(?)Sockss proxy (remote node connections, updates downloading, fetc

N

IP address Port

127.0.0.1 9150
a0 =




2.16. Kowenek >> Settings >> Node. [poBepnTb, YTO BCTaB/IEHHble HOAA U MOPT
oTobpaxkaroTca:

monero-storage/wallets/1/1

Account #0 Wallet Interface
& Primary account

xMR 0. 000000000000 Local node

The blockchain is downloaded to your computer. Provides highe urity and requires more local stor:

Account

Remote node
Send Uses a third-party server to connect to the Monero network e, but easier on your computer

Receive

Transactions
To find a remote node, type 'Monero remote node' into your favorite search engine. Please ensure the node is run by a trusf

Advanced

@D Add remote node

waovyhgbeorma64p6cbomev4zfyduads35gd3xdc5igtjgetzvwbtkyd.onion: 18089

moneroexnovtlp4datcwbgjznnulgm7q34wclérdgcvecruhkceb2xyd.onion: 18089

2.17. Kowenek: Receive >> Create New Adrress >> octaBbTe nyctbim “Set the label of
the new address” >> Ok

M Account #0

- Primary account

XMR 0 000000000000

Account

Send

Receive

Transactions Address #0

Prima
Advanced . i
49P5YLKGINSLLoh2bYFcDuNNstz4QhzjCW
FLoSQgVNmrJmDhEerVf598iy2l xe59A3Se
Settings SPy8qi6JA3AQdzXys9aNMgippb

Addresses

#0 Primary address 49P5 YLKG .. aNMg ippb @ g




2.18. Kowenek Monero: ckonnupoBaTb CO34aHHbIM agpec — Receive > KHonKa “Copy
address to clipboard”. CoxpaHuTb agpec Tyga *Ke, Kyda COXPaHUAW cua, AaThbl
CO34aHuA, BbICOTY M NApPO/ib.

Account #0
- Primary account

XMR 0 000000000000

Account

Send

Transactions Address #1
(no label)
Advanced . . .
8B9omBpNbPaF1ZKxL3vBsi3b5Rod2HVRNf

. 8PE4AKFbfwDAVG7FXPDEBR8h3QNFjhTtUqg
Settings Pmyt8cxRVSpyeUTL8JtiIF/NRLAS

Addresses Create new add,

Primary address 49P5 YLKG .. aNMg ippb

8890 mBpN .. iF7N RLAS @, Q
Copy address to clipboar

2.19. Kowenek poneH ObiTb MNOAKAOYEH K MHTEPHETY W MOJIHOCTbIO
CUMHXPOHM3MPOBAH. Torga BCe MPaBUAbHO, U B NEBOM HUXXHEM YI/y BUAHA 3Ta
KapTUHKa:

Wallet is synchronized

Daemon is synchronized (2139429)

/' Remote node




2.20. Kakre moryT 6bITb OWMOKK (“@”): ecn Kolenek yKe NOAKAOYEH K UHTEPHETY,
HO CMHXPOHM3aumA ewe HE 3akoHYeHa, KapTUHKa byaeT Takoun:

Wallet blocks remaining: 329512

Daemon is synchronized (2186022)

=

Connected b

2.21. Kakue ewe moryT 6biTb ownbKM (“6”): Korga Kowenek He NOAK/YEH, BUAUTE
oTmeTKy Disconnected:

Disconnected

Mpu noasnennn Disconnected:

a) nepesanyctute Tor-6pay3ep M NpoBepbTe COEAUHEHUE C UHTEepPHEeToM, ecan Tor
3abN10KMpPOBaN MHTEPHET-NPOBANAEP, CMOTPUTE NMYHKT 2.22 HUXKe

6) NnpoBepbTe HacTPOIKM Socks5 B Kowenbke (NyHKT 3.2)
B) nepe3anycTtute Baw Tor browser
r) ecAn TpW NyHKTa Bbile HEe NMOMOI/M, MOMEHANTE HOAY M MOPT B HAaCTPOMKAx —

3aMeHUTe Ha APYryto onion-HOAY M NOPT U3 OTKPbLITOro cnmucka (NyHKT 2.11)

2.22. Ecnam Tor n ero mocTbl 3a610KMpOBaHbl MHTEPHET-NPOBaAepamm, To Ball Tor-
6pay3ep He bygeT paboTaTb, a Kowenek He coeanHmTcA. Camoe NpocToe pelleHne —
BkAtoumTe VPN M BbINONIHANTE BCE MYHKTbl MHCTPyKumMn Bcerga ¢ VPN. Obpatute
BHMMAHMe: 4acTb VPN-NPUAOKEHUA MPOCAT BPYYHYH YKas3aTb Te MPOrpammbl,



KoTopble 6yayT nogkntoyatbcs yepe3 VPN. Ecam sBaw VPN Takon, He 3abyabre
no6aBuTb Tor-6pay3ep B 3TOT CMMCOK.



3. Co3paHue KowenbKa ETH — Ha npumepe Metamask

Ecnu sbl yye ymeeme rnosnv3osamesca KowesnbKamu ETH, yeepeHsl 8 npasusbHocmu
C80€20 0rnbima U HACMPOEK C80e20 8AUIE20 KOWeEsbKA, mo OAHHYK 4acme 3
UHCMPYKUUU MOXHO nporycmume u nepetimu K caedyrouwel yacmu 4.

3.1. Kowenek Metamask yctaHaBnmBaeTca B Hpay3ep, Kak pacwmpeHue. Ecam He
XOTUTE OCTaBNATb C/leAbl B CBOeM 0OblMHOM Opay3epe, ycTaHOBUTE Ha QreLlKy
6pay3ep LibreWolf — BapmaHT Firefox’a ¢ HacTpolikamn KOHPUAEHUNANBHOCTU. ITOT
H6pay3ep cmoKeTe 3anycKkaTb MPAMO € GAELIKN U MCNONb30BaTb TONIbKO A/1A KOLesbKa.

3.2. OtkpouTe https://librewolf.net/installation/windows/ , KAMKHUTE NO HUXKHEN
CMHEN KHOMKe co coBom portable:

Installation instructions for EEWindows v

Installer

To install LibreWolf on Windows, just downlc d run the latest installer

View all versions and release notes

ended), you can choose to install the
LibreWolf WinUpdater, which u then can open the WinUpdater program and

enable automatic updates by

1 task for automatic update checks..."

f, useful in cases where installation at system level
eWolf. LibreWolf WinUpdater is included for automatic

Currently we also release a portable
is not possible, or for just testing some &

updates. You can dowload it here:

Download librewo View all versions and release notes




3.3. CoxpaHuTe zip-daiin B nanky, Tam e pacnakyirte un 3anyctute ¢pann LibreWolf-

Portable.exe .
6pay3ep LibreWolf 3anycturcs.

LibreWolf

Profiles
@ LibreWolf-Portable.exe
@ LibreWolf-WinUpdater.exe
#2] LibreWolf-WinUpdater.ini
|&y ScheduledTask-Create.ps1

|&3 ScheduledTask-Remove.psi i

@ LibreWolf WinUpdater 1.11.1

145.0.1-2 (x86_64)
Could not connect to https://gitlab.com. No changes
were made to your LibreWolf folder.

r visit the for help.

3.4. bpaysepom LibreWolf oTtkpoiite

Echm noasutca okHo LibreWolf WinUpdater, moxeTe ero 3akpbiTb,

ccbinky  https://addons.mozilla.org/en-

US/firefox/addon/ether-metamask/ , kankHute cuHioto kHonKy “Add for Firefox”

b# MetaMask - Crypto

Wallet
by danfinlay

The most secure wallet for crypto, NFTs, and DeFi, trusted by

millions of users

* 3.2 (6,556 reviews) 373,848 Users

Add to Firefox




3.5. Haxkmute “Continue to installation”

Allow addons.mozilla.org to install an add-on?

You are attempting to install an add-on from
addons.mozilla.org. Make sure you trust this site
before continuing.

Don’t Allow Continue to Installation

3.6. Bkntounte “Allow extention to run in private windows”, notom Haxkmute “Add”

B w A

&2 Add MetaMask

Required permissions:

» Access your data for all websites
» Input data to the clipboard
« Display notifications to you

Optional settings: I

low extension to run in private windows
garn more

3.7. Bkntouunte onumto “Pin extension to toolbar”, 3atem HaxkmuTe “Ok”

. html#onboarding/ ¥y Yy 5 © M =

¢ MetaMask was added.




3.8. Noasutca Bonpoc “Help us improve MetaMask” — oTkazaTbca: “No Thanks”

Help us improve
MetaMask

We'd like to gather basic usage and diagnostics data
to improve MetaMask. It will always be:

v Private: Clicks and views on the app are stored,
but other details (like your public address) are not.

v General: We temporarily use your IP address to
detect a general location (like your country or
region), but it's never stored.

v Optional: You decide if you want to share or
delete your usage data via settings any time.

We'll use this data to learn how you interact with
our marketing communications. We may share
relevant news (like product features).

We'll let you know if we plan to use this data for other
purposes. You can review our Privacy Policy any time (we

never sell

MQUu provide here).




3.9. BbibpaTb “Create a new wallet”

Let's get
started!

Create a new wallet

. .

| have an existing wallet



3.10. BbibpaTb “Use secret recovery phrase”

Choose an option to continue X

G Continue with Google

‘ Continue with Apple

Use Secret Recovery Phrase

By continuing, | agree to MetaMask's Terms of
Use and Privacy notice.




3.11. BbibpaTb “Get started”

Step 2 0of 3

Secure your wallet

Don’t risk losing your funds. Protect your wallet by
saving your Secret Recovery Phrase in a place you
trust.

It's the only way to recover your wallet if you get
locked out of the app ordetanew device.

Get started

Remind me later

3.12. NpunaymanTte naponb 1 BBegute ero B “Metamask Password”. Cornacutecb, 4to
He 3abyaete naponb “If | forget this password, MetaMask can’t reset it for me”.
Haxmute “Create password”



Step1of 3

MetaMask password

Unlocks MetaMask on this device only.
Create new password

PSPPSR EDORIODIDED @
Must be at [eaST o Citaracters

Confirm password

secssescssecscsscess ) © |

If | forget this password, MetaMask can't reset it for me.
Learn more.

Create password



|II

3.13. OTKpoeTca okHo “Save your Secret Recovery Phrase” — Haxkmute “Tap to revea

Step 2 of 3

Save your Secret
Recovery Phrase

This is your Secret Recovery Phrase. Write it down in
the correct order and keep it safe. If someone has
your Secret Recovery Phrase, they can access your
wallet.

Don’'t share it with anyone, ever.

o

Tap to reveal

Make sure no one is watching your screen.



3.14. bypeT noKa3aHa cua-ppasa — coxpaHuTe ee. [pumep coxpaHeHHOM cna-Pppasbi:
street shrug enrich blanket stand east sausage battle panther enlist book future . Cna-
¢dpa3a N03BONAET BOCCTAHOBMUTb KOLLUE/IEK NPU NOTEpPE YCTPOICTBA.

Step20f 3

Save your Secret
Recovery Phrase

This is your Secret Recovery Phrase. Write it down in
the correct order and keep it safe. If someone has
your Secret Recovery Phrase, they can access your
wallet.

Don't share it with anyone, ever.

1. street 2. shrug 3. enrich
4. blanket 5. stand 6. east

7. sausage 8. battle 9. panther
10. enlist 11. book 12. future

Continue



3.15. BeeauTte nponyuieHHble cnoBa cua-Ppasbl — 3TO HYKHO ANA MPOBEPKMY,
NpPaBW/IbHO N coXpaHeH cua. Notom Haxkmute Continue >> Got it

Step 3 0of 3

Confirm your Secret
Recovery Phrase

Select the missing words in the correct order.

10. 1. 08 12.

panther future enlist

Continue



3.16. Bonaute B meHto Manage Default settings

Your wallet is ready!

If you lose your Secret Recovery Phrase, you won't be
able to use your wallet.

Learn how you can keep this phrase safe so you never
lose access to your money.

£ Manage default settings



3.17 3pecb Tpu pasgena — “General”, “Assets”, “Security”. B aTux pasgenax oTkaounTe
4acCTb ONUMMN, YTOObI yMEHbLWNTb COOP BaLLMX AAHHbIX.

“General”
Turn on backup and sync — oTknunTL
“Assets”

Turn on enhanced token detection — oTkAtOUNTL
Show balance and token price checker — oTkntounTb
Show ENS domains in address bar — oTkntounTb
Batch account balance requests — oTKAOUYNTb

“Security”

Decode smart contracts — oTKAOUUTD
Proposed nicknames — oTkntounTL

< Default privacy
settings

MetaMask uses default settings to best
balance safety and ease of use. Change these
settings to further increase your privacy.
Learn more about privacy best practices.

General >
Sync settings across devices, select network
preferences, and track token data

Assets >
Autodetect tokens in your wallet, display NFTs, and
get batched account balance updates

Security >
Reduce your chances of joining unsafe networks and
protect your accounts



3.18 BepHyTbca B Hayano meHto “Default privacy setting” u HakaTb “Done” >>
“Continue” >> “Done”

3.16. KnnkHuTe rambyprep (MKOHKa ¢ Tpemsa InHMamM), 3atem “Settings”

Accoun p npotifications ~ New!

OXATEAE
$O OO 3¢ Account details
+$0.00 (+0.0¢( B View on explorer
etherscan.io
S ¢
Buy @ All permissions eive
Tokens «" Expand view ity
Eth :
e K Networks
Ethereu 30.00
o A +1.68° e Snaps OETH

Support

Adding tokq

fo use web? Settings

Token ma

Lock MetaMask



3.19. Haxkmute “Security and privacy” v 3gecb OTKAO4YUTE BCE ONuUMKM, Kpome “Basic
functionality” (oHa eauHCcTBEHHAA AOMKHA ObITb aKTUBHA)

&g Settings X
&3 General >
= Advanced >
@ Backup and sync >
M Contacts >
Q Notifications >

Security & privacy >

& Experimental >



3.20. BepHutecb B ocHoBHOe MeHto Metamask n KnnkHuTe KHOKy “Receive”

Account1 v
0x89B04..d3307 U

a
4

OETH @

+$0.00 (+0.00%) Discover 4

$ " B> K
Buy Swap Send Receive
Tokens DeFi NFTs Activity

e

Ethereum Mainnet \/ =

Ethereum « Earn ¥
0 A OETH

3.20. CkonupymnTte ceon agpec ETH, no KoTopomy Bam MOryT nepesBoguTb MOHETbI
(KHOMKa “copy address”)

Account 1

0x2957526d11ebba5326b2281117

@ Copy address




3.21. 3akpouTe LibreWolf, cHoBa oTKpoiiTe, 3anante B Kowenek. Hanee LibreWold
Ncnonb3ynTe Tonbko ana Metamask, 6e3 gpyrux akTMBHoOCTEMN.

3.22. Cnpaso4Ho: 018 amoti uHcmpyKyuu USDT unu 0pyaue cmelibaIKOUHbI U3UWHU,
OHU MOsbKO YCAOXHAM sawu Odelicmsusa. Ho, ecanu sam Heobxodumo, Metamask
noseossaem ynpasname USDT. MeHto Metamask >> Tokens >> Import tokent >> e none
search tokens Habpame “usdt” >> ebibpame u3 cnucka Tether USDT Ha sgpupe >>
Next >> Import . Bam nompebyemca omnpasume cebe Ha aopec HemHozo ETH 0ns
2a3a, uHaye USDT 8ol nepesodumes He cMoxeme.

D Account1 v @
0

$0.00 ©

+$0.00 (+0.00%) Discover 3

S T > 74
Buy Swap Send Receive
Tokens |} DeFi NFTs Activity

Ethereum Mainnet v =\ :

Ethereum « Earn ¥ g T
0 A+1.22% { + Import tokens |

> Refresh list



3.23. BbiBeanTe moHeTbl ETH ¢ Baluen KpMNTOBaNAKOTHON BUPXKM UK Yepe3 0OMEHHUK
Ha cBol agpec ETH (nyHKT 3.20 Bbiwe). MocTynuBLiKe cpeacTsa yBuanTe Ha 6anaHce
Metamask. bup»a 06bI4HO yaobHee, Yem NOKyNKa Yepe3 06MEHHMKM NN KOLLE/IbKM.

3.24. Ecnvi Bbl He K/IMEHT BUpPXKK, HO xoTuTe Kynutb ETH co cBoeit 6aHKOBCKOM KapTbl,
Hanpumep, B EBpone, To B Metamask kKankHute “Buy”

D Account1 v @ _
o —

$0.00 ©

+$0.00 (+0.00%) Discover 4

S L > V4
Buy J Swap Send Receive

Tokéns DeFi NFTs Activity



3.25. OTKpoeTca cTpaHuua B bpay3sepe, BbibepuTe “Manage in settings”

HU.UI

+$0.00 (+t

Help us improve MetaMask

$

We'd like to gather basic usage and diagnostics data to improve MetaMask. Buy

Participate in MetaMetrics
B Tokens

) Ether
@ Tett
0 vC
Dai

0 Vv

o g 2 i : USL

In addition to MetaMetrics, we'd like to use data (like information from @0 .
cookies and pixels) to learn how you interact with our marketing

communications. We may share relevant news (like product features). 0 Ethe

D A




3.26. B B noasuBLIEMCA MEHIO OTKIOYUTE BCE ONUMK cOOpa BallMX AAHHbIX, Kakue
BO3MOXHO (Participate in Metametrics, Data collections for marketing, Participate in
Error Tracing n npouee)

Participate in MetaMetrics

MmiaMetrics to collect basic usage

Data collection for marketing

We'll use MetaMetrics to learn how you inf

oibherdmaterials)

Participate in Error Tracing

mate in Error Tracing to help us mak

3.24. Tam ke OTKpoiTe ccbinKky https://app.metamask.io/buy , notom KauKHuTe
“Connect wallet”

Buy Q. Search for a token...

Buying crypto made easy




3.25. B oTKpbIBLLEMCA OKHE — CHOBa HaxkmuTe “Connect”

rch for a token...

#) Extension: (MetaMask) - MetaMask — LibreWolf

app.metamask.io ¢

Connect this website with MetaMask

Accounts Permissions

D Account1

Edit accounts




3.26. Haxkmute “Get Started”

Buying crypto made easy

O

How do you wont to buy your crypto?

Buy crypto how you want, when you want with
MetaMask

You're in control when you buy cryp

MetaMask wallet. We'll connect you with quotes from trusted

providers and guide you along the way, making self-custod)

Instantly fund your wallet with secure payment options

Save on gas fees (and time)!

Get Started




3.27. B “Where are you located?” yKka»kute cTpaHy, oTkyaa byaeTte nnature

Where are you located?

Regions

& Afghanistan

Albania




3.28. NoasnuTca meHto, rae Haao:

a) YKa3aTb CyMMy, KOTOPYIO NepeBoaunTe
6) “Change” — BblbpaTb cnocob nepesoaa (Kapta, PayPal, SEPA 1 T.n.)
B) “See more quotes” — BbIbpaTb NnpoBaiaepa (MoonPay, Revolut n T.n)

Select Payment Method < How do you want to buy your crypto?

s fro
\vailable pa
‘ Q@ oxoo8E.09cro

Debit or Credit

€333

PayPal

@ t . 388 ¢
9 Ethereum o 0.133159 ETH
@ MoonPay () 2 e P

| 2 Binance P2P
B3 Debit or Credit

@O EED O 2-1 2 - 0131504 ETH
Revolut C

€33212 EL
Recommended Quote
SEPA Bank Transfer
0133715 ETH 0131233 ETH

27 EUR €331.44 EL

mercuryo G

BbibupaTb cnocob u nepeBoaa M npoBanaepa Hago, UCXOAA U3 YCNOBUIA TOM CTPaHbI,
OTKyAa nnatute. loryraute onbIiT APYrnx AN0AEN U3 3TON CTPaHbl — 06bIYHO
noapobHbie oT3bIBbl ecTb Ha Reddit. MomHKTe, YTO BCceraa BO3MOXKHa H6/10KMpPOBKaA
nnaTerka, Korga npuaetca gonro padbmpatbca ¢ 6GaHKOM M NpoBankgepOM — B OT3bIBaX
3T0 ecTb. MoaTomy BUpKa, KOTOPaA He 3anpeLeHa B AaHHOM CcTpaHe, 0bbl4Ha Honee
YAOOHbIM BapMaHT, 0COBGEHHO A5 KPYMHbIX CYMM.

[anee — no noacKasKam MeHIo.



4. KoHduaeHuManbHble goHaTbl Yepe3 Monero

4.0.1. Ana poHaTos B KpuntoBantote Monero (XMR) Hy»KHO co34aTb KoWenek u 3atem
npuobpectn moHeTbl Monero. Co3aaHMe KowesibKa ONUCaHO B YacTW 2 AaHHOM
NHCTPYKLMK. 3aKOHHO KynuTb Monero MoXKHO pa3HbiMM cnocobamm — yepes bupxu,
06MEeHHUKM 1 feueHTpann3oBaHHble cepBucbl. O6 3Tom NoapoHbHO HanMcaHOo 34€ech,
CCbI/IKM OTKpbIBatoTcA Yepes Tor-6paysep:

*

http://monerotoruzizulg5ttgat2emf4d6fbmiea25detrmmy7erypseyteyd.onion/ru/co
mmunity/merchants/index.html

* https://old.reddit.com/r/Monero/comments/1s9m1lig/how to get xmr_in_eu/

Ha mait 2026 roga npouie Bcero Kynutb Nt0byto Apyryto NONyaapHYO KPUNTOBANIOTY,
a notom obmeHATb ee Ha Monero. Huke nowarosbiii rang nokynku Monero c
nomouwbto Ethereum (ETH). Ob6Aa3atenbHoe ycnoBue — cHayasia OTNPaBUTb MOHETbI
ETH Ha Baw Metamsk uan gpyro HekactoauasnbHbI Kowenek, 6e3 storo moryT
NpPoOn301TK oWmnBKN. BmecTo ETH no Tom e cxeme MOXHO MCNO/1b30BaTb KOLWE/EK C
BUTKOMHamMM nnu ntoboi Apyron KPUNTOBaNOTOMN.

4.0.2 Ona obmeHosB po $1000 pekomeHayem obmeHHUK https://ff.io . Ana 6onee
KpynHbIXx cymm — https://www.wizardswap.pw wuamn https://letsexchange.io
Be3sonacHee pa3busaTtb nepesoabl ot $10 000 Ha HECKONIbKO 06MEHOB.



https://letsexchange.io/

4.1.1. OTkpounTe Kowenek Monero, co3gaite HOBbIN agpec. [na 3Toro:

a) BoibepuTe Receive B 60KOBOM MeHIO
6) Haxkmunte opaHKeByto KHOMKY cnpaBga: Create new address

M Account #0

- Primary account

XMR 0 000000000000

Account

Send

Receive

Transactions Address #0

Prima
Advanced - :
A9P5YLKGINSLLoh2bYFcDuNNstz4QhzjCW
FLoSQgVNmrJmDhEerVf598iy2l xe59A3S5ez
Settings SPy8qi6JA3AQdzXys9aNMqgippb

Addresses Create new address

#0 Primary address 49P5 YLKG .. aNMg ippb @, rﬁ




4.1.2. CKonmpymnTe HOBbIM agpec. N5 3TOro HaXXMUTe KHOMKY PAAOM C CO34aHHbIM
aflpecomM — Ha Hee yKa3blBaeT 3e/ieHana CTpesika Ha CKpUHe Huxe. 3aTem BCTaBbTe
CKOMMPOBAHHbIN aapec B 6/10KHOT.

Account #0
- Primary account

XMR 0 000000000000

Account

Send

Transactions Address #1
(no label)
Advanced o .
8B9omBpNbPaF1ZKxL3vBsi3b5Rod2HVRNf

. 8PE4AKFbfwDAVG7FXPDEBR8h3QNFjhTtUqg
Settings Pmyt8cxRVSpyeUTL8JtiIF/NRLAS

Addresses Create new add.

Primary address 49P5 YLKG .. aNMg ippb

8890 mBpN .. iF7N RLAS @, e
Copy address to clipboar

4.2. OTkpounTe Kowenek Metamask ¢ Bawmmmn moHetamu ETH, Haxkmute “Send”

$0.00

+$0.00 (+0.00%) Discover [4

$ L > ' 74
Buy Swap Send / Receive



4.3. Bbibepute “Ethereum (ETH)”

@& All networks v

Ethereum
® cH

0.00
0.0767 ETH

4.4. Haxkmute “max” — B Amount nossutca undpa. Boiutnte ns Hee 0.0001 Ha cayyai
KonebaHui Kommccum, NonyynuTca cymma nepesoga. Mpumep: ecnm max=0.8 eth, 1o
0.8 -0.0001 = 0.7999 eth (cymma nepeBopaa)

< Send




4.5. OTKpoiiTe uepes Tor-6paysep https://ff.io Echn HanpasneHma no XMR-Monero Ha
3TOM 06MeHHWKe BpemMeHHO He paboTatoT uam cymma 6onbuie $1000, ncnonb3ymTe
Apyrne o6MeHHUKN — CCbIIKM Ha HUX B NyHKTe 4.0.2.

a) “Send”: Bbibepute ETH (Ethereum), BcTaBbTe cCymmy NepeBoaa M3 NyHKTa 4.4 Bbilwe
6) “Receive”: Bbibepute “XMR”
8) “Destination. Your Monero address”: BcTaBbTe Ball HOBbIV agpec Monero (NyHKTbI

4.1.1 1 4.1.2 Bbiwe)
2) MposepbTe Bce N HaxkmuTe “Exchange now”

Lightning cryptocurrency exchange

1 XMR = 0.13

g

Ordertyp\ Fixed rate (1.0° ? Exchange now

By using the site and creating a rree to the FixedFloat's




4.6. Bkntounte “I don’t to see this notification anymore” u HaxkmuTe “Refuse”

Email notifications about order status

Enter your valid email to receive notification of changes in the status of this order. Any

changes to order data are possible only through confirmation from the email specified

@

in the order.

\l.
8 1 c}on’t want to see this notification anymore

—
- 4 o - B

_ >
™

Confirm f

4.7. OTKpoeTcsa ccbinKa Ha opaep. CkonupymnTte ETH-agpec n3 ctpoku “Send [cymma]
ETH to the address”. He 3aKkpbiBaliTe cCblIKy Ha opaep.

Float rate

12/05/2025 7:23 PM 888tNkZrPN6JsEgekjMnABU4TBzc2Dt29EPAVKRXbANSANjyPbb3iQlYBRKIUXcdRsiKe
. 9dhwMVgN5S9cQUiyoogDavup3H




4.8. BepHutecb B Metamask, n B8 Metamask Haxkmute “Send” >> Ethereum (Ha
CKpWHax B NyHKTax 4.2 n 4.3). MNocne aToro:

a) B cmpoky “To” BctaBbTe ETH-aapec u3s opaepa (NyHKT 6 Bbilue)

6) B cmpoky “Ammount” BctaBbTe cymmy nepesoga (BAXHO: cymma nepeBopga
AONYKHA TOYHO COBMNaAaTb C CYMMOM U3 opAaepa B NyHKTe 4.7 Bbilie)

8) Haxcmume “Continue”

< Send
cﬂ
ETH
:a 0xb3c13..33ach "
Am__oum_; e ———— :
 ——
| 0025 ETH]

_—:-/A-

0.02665 ETH available Max




4.9. Haxkmute “Confirm”

4 Review

O

0.025 ETH

Fy
it

From To

>
@ Account1 @ ox I

Network ) Ethereum

Network fee @ Z <$0.01 @ ETH

Speed M Market ~12 sec
Cancel

4.10. Ecnm kHonku “Confirm” HeT, a BMmecTo Hee BuauTe coobueHue “Network fee
alert”, To HagoO yBeNNYUTL KOMUCCUIO. BbinonHUTE CHOBa BCe AEMCTBUA, HAYMHAsA C
nyHKTa 4.2, a nyHkte 4.4 BbiutMTe He 0.0001 eth, a 0.001 eth — 3to yBenmuntb
Komuccuto. [lanee Bce No MHCTPYKLUMN.

< Review =
0.025 ETH
From « To
® Account1 o |

Network ) Ethereum

Network fee A Alert > Z <$0.01 @ETH

M Market ~12 sec

Cancel






4.12. Nocne nepeBoga ETH noctynAaT Ha agpec 0bMeHHMKA N Yepe3 HECKO/IbKO MUHYT
B opaepe noABuTcA OTmeTKa 06 oTcbinke Bawmx XMR. locne 3atoro moxkere
CKONMpPOBaTb

4.13. OTkpoiTe Kowenek Monero, npoBepbTe MOCTyN/JeHWe CpeacTB B MyHKTe
Transaction (6okoBoe meHto cneBa). He 3abyabte: 6pay3ep Tor 4onxkKeH 6bITb OTKPbIT,
MHaYe Kowenek Monero He coeguMHUTCA C CETbio.

4.14. 3akpoiTte Kowenek Monero n (3To BaxkHo!) caenarite naysy Ha 12 4yacoB u
bonee.

4.15. CnycTta 6onee 12 4acoB OTKPOMTE KOLLENEK M OTNPaBbTE NePBbIN NEePeBOA Ha TOT
agpec, kyaa goHatuTe. Jlyywe pa3busatb AOHAT Ha 2-3 NaTeXa C MHTEPBAJAOM OT
CYTOK MexAay HUMU. Hanpumep, Koraa Bel goHaTtute 10 XMR, TO MOXHO caenaTb 3TO
Tpema nepesogamu — B noHegenbHuK 1.2578 XMR, B uyetsepr 5.19323 XMR, B
BocKpeceHbe 3.5489 XMR. lMostomy B NepBOM NepeBoae He OTNpaBAsnTe BCe BalLU
Monero, oTnpaBnAnTe YacTb. [lowaroBoe onuMcaHue Npouecca nepesoga CMOTpUTE
HUXe.




4.15.1. Y106bI NepeBect Monero, B Kowenbke Monero Bblbepute “Send” u B
OTKPbIBLUEMCA OKHE:

Address: BcTaBbTe TOT apec, Kyaa Bbl AOHaTUTE

Amount: BCTaBbTe CYMMY, KOTOPYIO AOoHaTUTe (MOMHUTE O pa3buBKe AoHaTa Ha
HECKO/IbKO NepeBoaoB — MNYHKT 4.15 Bbiwe)
Haxmume Send

S Ny > e
Address B ( Amount 09
. e
~4ALz6EMahmpCvs1ynabRKtUqDF6wg5SEu6euzS9zDeDvvBMuYX2yiC5 8.12578043
QZL4HwKiX6648ZuGDgMKRuoAuaxJVVHaCiHLUPwgx ’

© Add recipient

Transaction priority

Automatic v | ~0.00003272 XMR fee

© Add description

Advanced options v




4.15.2. Haxkmute Confirm

4.15.3. Beegute naponb OT Kowenbka Monero u Haxkmute Send transaction

Please enter wallet password

O

Cancel | Send V ction: e_‘

4.15.4. MNepeBoan, gonxeH otobpasuTtbca B Transactions (bokoBoe MeHKO cneBa).
Cnycta ot 3 g0 15 MUHYT pAAOM C NepeBOAOM MOABUTCA OPaHMKEBAA XUPHAA TOYKA.
3TO 3HAYUT, YTO NepeBoa NPOLLEN NepBoe NoATBEPKAEHNE U ByAET NONyYEH.

Transactions Sort & filter A

130 transactions total, showing 11. Page: 1/12

Blockheight Date
2025736 17 hours ago

Ecnun opaxkeBoi }KUPHOM TOYKKN HET Bonee Yaca, To npounsoluna owmnbKa. MonpobyiTe
cnenyoume waru:

a) NpoBepbTe COeANHEHME C UHTEPHETOM

6) nepesanycTtute Kowenek Monero u Tor-bpaysep

r) eCIM NYHKTbI Bbille HE MOMOIIU, MOMEHANTE HOAY U MOPT B HACTPOMKaX —3aMeHuUTe
Ha ApYryo onion-HoAy M MOPT U3 OTKPLITOrO CNUCKa (B NyHKTe 2.11)



MpunoxxeHue 1.

Tor Browser: pabora B ctpaHax CHI u 3anagHoro mupa
BeepeHue

Tor Browser —b6pay3ep C OTKPbITbIM UCXOAHbIM KOAOM, pa3paboTaHHbI HEKOMMEP-
yeckomn opraHusaumen The Tor Project, Inc. TexHonorMyeckaa ocHoBa b6paysepa —
MeTo4, «/IYKOBOM MapLupyTusaumm» (onion routing) — 6blna co3gaHa B cepeguHe
1990-x rogoB B BoeHHO-MmopcKown nccnepoBatenbckon nabopatopum CLUA. Mepsan
nybanyHo goctynHaa sepcua cetu Tor noasunacb 8 2003 rogy, a cama opraHmsauma
Tor Project 6blna 3aperncTtppoBaHa Kak HEKOMMepYecKas CTpyKTypa Tmna 501(c)(3)
22 pekabpa 2006 roga. Cpeam paHHMX GUHAHCOBBIX CMOHCOPOB NpoekTa — PoHA,
3NeKTPOHHbIX pybexen (EFF), opraHmnsauma Human Rights Watch, Kembpuaxcknii
yHuBepcuTteT n Google.

CrpaHbl CHI: ctatyc Tor Browser
MonHasa u KécTtkaa 610KnpoBKa

TypKMeHUCTaH aBaaeTcs Hanbonee KECTKMM LeH30pomM B npocTtpaHcTee CHI. My6-
NnyHble pene Tor 3ab6n0KMpoBaHbl, a 6onbWMHCTBO KpynHbix CDN-npoBanaepos
(Hetzner, OVH, DigitalOcean) HegocTynHbl — 4yTO AenaeT HeadPeKTUBHbIMU U MHOTUE
MmocTbl. B ntone 2023 roaa snactu 3abaoknposanm Bce Tor-mocTbl Nocae Toro, Kak
MHCTPYKUMM NO MX MCNONb30BAHMIO pacnpocTpaHunucb B Telegram-kaHanax. Co-
rMacHO AaHHbIM OMNMNO3MUMOHHBIX paccieaoBaHui, JenapTameHT KnbepbesonacHo-
cTn TypKMeHUCTaHa ogHOBpeMeHHO 6a10Kuposan Tor U HeneranbHO NPOAABAN «YM-
CTbIN» MHTEPHET-AO0CTYN rpa*kaaHam 3a B3ATKU. Mcnonb3oBaHne VPN 1 nHcTpymeH-
TOB 06X0/4a LEeH3ypbl 3aKOHOAATENBHO 3aMNpPELLEHO.

BbnoKkunpoBKa € YHaCTUYHbIMU BO3MOXHOCTAMMU 06xo.qa

B Poccum canT torproject.org n npamble noaxatoveHna K cetn Tor 6oiam 3abi10KMpo-
BaHbl B aeKkabpe 2021 roaa; c Tex nop Tor Project pekomeHAyeT NCNO/1b30BaTb MOCTbI
Ana obxopa 6n0KnpoBoK. Mo oduumnanbHon ctpaHuue Tor Project, B Poccum yalle
Bcero npumeHsatoTcs obfs4 u Snowflake, a B cnyyasx, Korga Takme mocTbl pexkytca DPI
nnm 6nokupytotcs no IP, nonesHbl moctbl WebTunnel, ocobeHHO pa3meléHHble y me-
Hee N3BECTHbIX XOCTUHr-NpoBanaepos. MNpu 3TomM A4OCTYNHOCTb KOHKPETHOrO TPAHC-
nopTa MEHAETCA CO BPEMEHEM M 3aBUCUT OT NpoBangepa, nostomy Tor Project He ra-
PaHTUPYET, @ I1Lb PEKOMEHAYET pPa3Hble BapMaHTbl 06xoaa.



Benapycb Hayana 610kMpoBKy Tor B aBrycte 2020 roga — napansienbHO ¢ MacwTab-
HbIMW UHTEPHET-OTKAOYEHUAMU B Nepuos NpPesnaeHTCKUX BbIbopoB. BAOKMPOBKM
NPoO13BOANINCL NPEUMYLLECTBEHHO Ha ypoBHe IP-aapecos (6e3 DPI): TCP-coeanHe-
HMA 06pPbIBANUCH A0 3aBEPLUEHUA XaHALWENKA. Ha AaHHbIN MOMeHT ana obxoaa 6.10-
KMPOBOK paboTatoT obfs4d-moctbl, WebTunnel n Snowflake.

KasaxcraH npumeHsaeT DPI u gpyrve metogbl dunbTpaumm ana orpaHmyeHmsa SSL/TLS-
TpaduKa, Brkaovaa Tor u VPN, Kak MMHUMYM € Hadyana 2010-x rogos. B 2019 roay
B/1IACTU MbITa/INCb BHEAPUTb HALMOHA/NbHbIA KOPHEBOM CepTUPMKAT ONA nepexsaTa
3awndpoBaHHOro Tpaduka, ogHako ero 3abnokmposanm Mozilla n Google. B 06biu-
HbIX YCNOBUAX NPAMOE NOoAKAtoYeHMNe K Tor B CTpaHe MOXKeT paboTaTb HECTAOMABbHO
nnu 6bITb 3aTPYAHEHO, a ANA 06x0aa orpaHmMyeHun Tor Project pekomeHayeT mocTbl,
BKAtoYas obfs4.

bes GHOKMPOBOK Unn C HesHavyuTeabHbiMU OrpaHU4YeHNAMU

YKpauHa, CornacHo AOCTYMNHbIM 0bULMaNbHBIM U UCCNEA0BATENbCKUM UCTOUYHUKAM,
He NPoBOAW/Ia NOATBEPKAEHHON cMCTEMHOM 610KMPOBKK Tor; Bpay3ep AOCTyneH, a
CTpaHa OTHOCUTCS K YMCNY 3aMETHbIX NoJsib3oBaTesnen cetu Tor.

Monpgosa, ApmeHus, Fpy3usa, KoiproiactaH — 6/10KMpoBOK Tor B 3TUX CTpaHax He 3a-
dmKcmpoBaHo. bpaysep AOCTyneH, XOTA Ka4ecTBO MHTEPHET-UHPPACTPYKTYpPbI U ypO-
BEHb MHTEPHET-CBOHOAbI BapbUPYHOTCA.

AsepbaingkaH — Haxogutca nog MoHUTopmHrom OONI B YacTu MHTEPHET-LEH3Ypbl,
OZHAKO cneundrnyeckmx mexaHnamos 6J10KMPOBKN MMEHHO TOr-ceTn B OTKPbITbIX UC-
TOYHUKAX He 3aJ0KYMEHTUPOBAHO.

TapKuKUCTaH — 0 610KMpPOBKax Tor He CO0bLLLANOCh, OAHAKO B CTPaHe GUKCUPYIOTCS
OrpaHUYeHMUA B OTHOLLIEHUM PAAA PECYPCOB.

Craryc Tor Browser no ctpaHam:

XapakTep u npMYnHa orpaHuve-

o Cnocobbl o6xopa
HUK

CtpaHna CraTtyc

DPI-6nokupoBka c pek. 2021: 3a-
610KMpoBaHbl Ny6nnYHbIE perne,
3abnoknpoBaH neconTHble MocTbl obfs4, meek-
Poccus (o6xo0p BO3MO- azure, Snowflake y pspa npo-
KEH) Banpepos; ¢ 2025 r. — TPOTTAUHT
COeOMHEHUN C KPYMHbIMU XO0-
CTUHIraMu

obfs4/WebTunnel-
MOCTbl Ha Manouns-
BECTHbIX XOCTUHrax;
Snowflake



CtpaHna

Benapycb

TypKMeHUCTaH

KasaxcTtaH

V3bekucTaH

YKpauHa

MonpoBa

ApMeHus

Mpysus

KbiprbiactaH

AsepbanpxaH

Tap)XMKucTtaH

CraTtyc

3abnokupoBaH
(o6x0pn, BO3MO-
KEH)

MpakTuyeckn
NMONHOCTbIO 3a-
610KMpoBaH

MpsaMoe nop-
KnoveHue 3a-
6noKMpoBaHo

MNpsiMoe nop,-
KJlloueHue 3a-
TPYOHUTENbHO

PaboTaet

PaboTaert

PaboTaert

PaboTaert

PaboTaet

PaboTaet

PaboTaet

XapakTep v npuumHa orpaHuve-
HUK

IP-6nokupoBka ny6nuuHbIX pene
u pedonTHbIX MocToB ¢ 2020 r.

locypapcTBeHHass MOHOMOMNMUSA Ha
uHtepHet; DPI + 6nokupoBka no
IP nopgcetsiM KpynHbix CDN; Bce
Tor-MocTbl 3a6N10KMPOBaHbI €
2023 r.; ucnonb3oBaHue obxop,-
HbIX MHCTPYMEHTOB HE3aKOHHO

DPI-6nokupoBka SSL/Tor-Tpa-
tuka c 2012 r.

O6uiMe orpaHUYEHUs UHTepHeT-
pecypcoB

BnokunpoBok He 3athnKcupoBaHo

BnokupoBok He 3atMKCcMpoOBaHO

BnokupoBok He 3atMKCcMpoOBaHO

BnokupoBok He 3atMKCcMpoOBaHO

BnoknpoBok He 3adMKCMPOBAHO

BnoknpoBok He 3adMKCMPOBAHO

OrpaHu4eHUs MHTepHeT-pecyp-
coB; 6noknpoBoK Tor He 3adnK-
CUpPOBaHO

Cratyc Tor Browser B 3anagHbix rocygapcTBax

Cnocobbl 06xopa

obfs4, WebTunnel,

Snowflake

Snowflake + AMP-
Kaw (HecTabunbHO);
NpUBaTHbIE MOCTbI

ot Tor Project

obfs4-MocThbl

MocTbl obfs4,
Snowflake

He TpebyeTcs

He TpebyeTcs

He TpebyeTcs

He TpebyeTcs

He TpebyeTcs

He TpebyeTcs

He TpebyeTcs



CtpaHa CraTtyc XapakTep cutyauuu

Tor neraneH; NpsiMbIX orpaHuyeHum HeT. LLnpoko uc-
Nonb3yeTcs XXypHanucTaMm U uccnepoBaTensiMu

CLWWA PaboTaert

Tor neraneH; B 2024 r. HeMeLKas NONULLUA O,eaHOHU-

MU3UpoOBana 3NoyMbiliNeHHUKA Yyepes «timing attack»
Pa6oTaerT (c P y P g

lepmaHus oroBopKamMy) — LONTrOCPOUHBbIM MOHUTOPUHT Y3/10B, 0fHaKo Tor
P Project 3asaBun, uto ceTb 6e3onacHa gNns psapoBbIX

nonb3oBaTenen

®paHuus PaboTtaeTt Tor neraneH; NpsIMbIX OrpaHUYEHUIN HeT
Tor neraneH; BegyTCcs AUCKYCCUM O PEryNMpoOBaHUK

BenukobputaHus PaboTtaer VPN/aHOHWMal3epoB, HO NPAMbIX OrpaHUYeHUI ans
Tor HeT

HupepnaHgbl PaboTtaeTt Tor neraneH; NpAMbIX OFpaHUUYEHUN HeT'

Weeuunsa Pa6oTtaer Tor neraneH; orpaHUYeHU HeT

KaHapa PaboTaert Tor neraneH; orpaHUYeHUNn HeT

ABcTpanus PaboTaeTt Tor neraneH; orpaHUYeHUN HeT

"HupepnaHpbl — OQMH U3 KPYNHEWLIUX XOCTUMHIOB Tor-pene B Mupe



