Version 1.0, May 2026
Instruction

You will need a computer (not a phone or tablet). The instruction is written for
Windows; the differences on Linux and other operating systems are minor.

If you do not want to leave traces on the computer, download all files to a USB flash
drive. Install programs there, and store wallets and passwords there as well. All
software is portable.

There is a screenshot for every step in the instruction, and the instruction itself is
simple. However, all operations take time, which you need to keep in mind and plan
your actions in advance.

Contents:

1. Installation of the Tor browser

2. Creation of a Monero wallet

3. Creation of an ETH wallet (Metamask)
Confidential donations via Monero

The instructions are planned to be updated as needed.

t.me/kcpn2014 by searching for “donatogram” or on the KCPN website
https://kcpn.info !1!!

The main public KCPN address for Monero transfers:

87in6JhxggiNxzFZ5qBrwZNazVjdg31CEMFELSE4HttcEC1znp7YYvx44GuxKi
KifE5SPZhNxU1NYMAuzJLaB6RFb6eHV1dr

You can always ask technical questions and also obtain your own personal address for
donations via our Telegram bot, specifically designed for these questions:

@kcpn_crypto_bot
Here it is as a link.

https://t.me/kcpn crypto bot



https://kcpn.info/
https://t.me/kcpn_crypto_bot

1. Installation of the Tor Browser

Tor is not an absolute protection, but it will make it more difficult to collect data about
your cryptocurrency donations, as well as about the materials you have viewed. We
have prepared a reference for you on how the Tor Browser works in different
countries. It is in Appendix 1 at the end of this instruction.

1.1. Create a folder (on the USB flash drive or on the computer).

1.2. Open https://www.torproject.org/download/ and download the Windows version
into your folder. If Tor is blocked by your provider, the hyperlink above does not open,
or the Tor Browser does not work, then enable a VPN. From then on, always follow the
instructions with the VPN enabled. For more details on what to do in this case, see
item 2.22 below.

CkavaTtb ansa Windows

foanuceL @

1.3. Run the downloaded file tor-browser-windows-x86_64-portable-*. *.exe. Specify
the path to your folder and click “Install”.


https://www.torproject.org/download/

installation folder J )
e 1 \Crypt\TorBrowser @6.0p ... -

Required on disk: 309.Z MB Available on disk: 84.7GB

(GecTaHoBuM:J} OT1meHa

1.4. Specify folder and disk space information
Example path: C:\Crypto\Tor_Browser
Installation folder

Required disk space: 309.3 MB

Available disk space: 84.7 GB

Buttons:

Install Cancel



1.5. Select “Finish”. If you do not want to have a Tor icon on the desktop, uncheck
“Add to Start Menu and Desktop shortcuts”. Tor will not be visible in the list of
programs, and you can launch it from the shortcut inside your folder.

3aBepweHune paboTw MacTepa
ycTaHoBKMW Tor Browser

YCTaHoeka Tor Browser BRINONHEHE,

HammHTe KHoNEY “MoToEo" ANA BRIX0Aa M3 NPOrpatel
WCTAHOEKH.,

SanycTHTe Tor Browser
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1.6. Activate “Always connect automatically” and then click “Connect”. If Tor is blocked
by your provider, connect to the internet through a VPN.

@ MoaknroueHue K Tor

bpayzep Tor nepeHanpasadeT Baw Tpaduk uepes ceTb Tor. E& NogaepXKnBatoT ThICAUYN
10BPOBOALLEE MO BCEMY MUPY.

e¥da NOAKAOYATECA aBTOMaThde CckK

Hacrpoiika noakaroueHns... CoeanHNTbCA



2. Creation of a Monero wallet.
Monero (XMR) is the primary privacy-focused cryptocurrency that hides transfer
details such as sender, recipient, amount, time, and other related information. Using

Monero is legal, so this tool makes it possible to donate secretly without breaking the
laws of the countries where you reside.

2.0.1 It is preferable to open all links from this instruction via the Tor Browser. Your
internet provider may log the addresses of websites that users’ access. Tor will make
this tracking more difficult and help to conceal your interest in confidential donations.

2.1. Download the Monero wallet for Windows (portable) via the Tor
Browser

a) http://dimonerotqz47bjuthtko2k7ik2ths4w2rmboddyxw4tz4adebsmijid.onion/gui/w_in64

6) backup link to the same archive https://downloads.getmonero.org/gui/win64

https://downloads.getmonero.org/gui Awingd

©

You have chosen to open:

monero-gui-win-x64-v0.18.4.3 zip

which is: ZIP Archive (130 MB)
from: downloads.getmonero.org

What should Tor Browser do with this file?
Openwith v
(@ Save File

Do this automatically for files like this from now on.

0] 4 Cancel


http://dlmonerotqz47bjuthtko2k7ik2ths4w2rmboddyxw4tz4adebsmijid.onion/gui/w%20in64
https://downloads.getmonero.org/gui/win64

2.1. Extract the downloaded zip file into your folder and run the file monero-

extras
] LICENSE

(85 monerod.exe

(%] start-low-graphics-mode.bat

wallet-gui.exe.

2.2. Click “Continue”. If you wish, you can switch the interface to Russian (the
button to the left of “Continue”).

M MONERO

Welcome - Wilkommen - Bonvenon - Bienvenido - Bienvenue - Valkommen - Selamat datang
- Benvenuto - #: - Welkom - Bem Vindo - o6po no)xanoeaTb




2.3. First enable Portable mode, then select Advanced Mode.

MONERO

Mode selection

Please select the statement that best matches you

Simple mode
Easy access to sending, receiving and basic functionality

Simple mode (bootstrap)

Easy access to sending, receiving and basic functionality. The blockchain is downloaded to your
computer.

Advanced mode

Includes extra features like mining and message verification. The blockchain is downloaded to
/ your computer

Optional features

Select enhanced functionality you would like to enable.

Portable mode

Create portable wallets and use them on any PC. Enable if you installed Monero on a USB stick, an
external drive, or any other portable storage medium

Back to menu




2.4. Select “Create a new wallet”.

Welcome to Monero

Create a new wallet
Choose this option if this is your first time using Monero.

Create a new wallet from hardware
Connect your hardware wallet to create a new Monero wallet.

Open a wallet from file
Import an existing .keys wallet file from your computer.

Restore wallet from keys or mnemonic seed
Enter your private keys or 25-word mnemonic seed to restore your wallet.




2.5. Enter any wallet name, then specify the folder where you want to store the
wallet (this can also be a USB flash drive), and click “Next”.

Create a new wallet

Creates a new wallet on this computer.

* Wallet name

.

Wallet location

monero-storage/wallets

Back to menu




2.6. Save or print on paper the data that will allow you to restore the wallet:

a) the seed phrase (use the “copy to clipboard” button)
b) the creation date (Creation date)
c) the height (the numbers in Restore height)

‘S?'Write down your recovery phrase

These words are a backup of your wallet. Write these words down now on a piece of paper in the same order

displayed. Keep this paper in a safe place and do not disclose it to anybody! Do not store these words digitally,
always use a paper!

Recovery phrase (mnemonic seed): @

1 gossip 6 axes 11 unnoticed 16 doing 21 radar

2 foolish 7 ledge 12 mixture 17 inundate 22 foxes
3 eight 8 nasty 13 vague 18 neon 23 onto

1 exult 9 festival 14 dotted 19 renting 24 phrases

5 lied 10 ouch 15 smuggled 20 building__ _ 25 eight

Create new seed : Copy to clipboard Print a template

f Creation date: § Restore height: @

\ 10 Nov 2025 J 3522000

Previous

Then click “Next”.



2.7. To verify, enter the words of your seed phrase, then click “Next”.

’_‘%Verify your recovery phrase

Please confirm that you have written down your recover phrase by filling in the five blank fields with the correct
words. If you have not written down your recovery phrase on a piece of paper, click on the Previous button and
write it down right now!

Recovery phrase (mnemonic seed) @

gossip 6 11 unnoticed 16 doing 21 radar

7 ledge 12 17 inundate 22 foxes

8 nasty 13 vague 18 neon 23
9 festival 14 dotted 19 24 phrases

10 ouch 15 smuggled 20 building 25 eight

Previous

2.8. Create and enter a password for your wallet.

Give your wallet a password

This password cannot be recovered. If you forget it then the wallet will have to be restored from your 25 word
mnemonic seed

Enter a strong password (Using letters, numbers, and/or symbols).

'Password (confirm)

Previous




2.9. Click “Connect to remote node”, then (on the second step) “Add remote
node”.

Daemon settings

To be able to communicate with the Monero network your wallet needs to be connected to a Monero node
For best privacy it's recommended to run your own node.

@ | Start a node automatically in background (recommended)

Blockchain location (optional)

<4 Prune blockchain

Bootstrap node
Additionally, you may specify a bootstrap node to use Monero immediately

¢ct to a remote node

[>.] Terminal - user@host:~... [>.] Terminal - user@host:~...

# MONERO

Daemon settings

To be able to communicate with the Monero network your wallet needs to be connected to a Monero node
For best privacy it's recommended to run your own node.

Start a node automatically in background (recommended)
® | Connect to a remote node

© Adadremote node

Previous




2.10. Paste the node (into the Address field) and the port (into the Port field). Copy
the node and port from the list of nodes available at this link.

a)
http://livk2fpdvaxjnjrbxfz2tw3ptoggacn2dwfzxbxr3srinryxrcewemid.onion/?chain=mo
nero&network=mainnet&type=onion

6) https://monero.fail/?chain=monero&network=mainnet&type=onion

Open the above link in the Tor Browser. From the list on that page, select only onion
nodes and only those marked with six green circles.

For example, if you see the following node in the list: If you see in the list:

http://waovyhgbeorma64p6cbomev4zfyduads35gd3xdcsigtjgetzvwbtkyd.onion:18089
then you should enter it as follows:

In the Address field, paste:
waovyhgbeorma64p6cbomev4zfyduads35gd3xdcbigtjgetzvwbtkyd.onion

Inthe Port field, enter:
18089.

Add remote node

Address Port

waovyhgbeorma64p6cbomevs | 1 8089|

Daemon username Daemon password

Mark as Trusted Daemon

Cancel



http://livk2fpdv4xjnjrbxfz2tw3ptogqacn2dwfzxbxr3srinryxrcewemid.onion/?chain=monero&network=mainnet&type=onion
http://livk2fpdv4xjnjrbxfz2tw3ptogqacn2dwfzxbxr3srinryxrcewemid.onion/?chain=monero&network=mainnet&type=onion
https://monero.fail/?chain=monero&network=mainnet&type=onion
http://waovyhgbeorma64p6cbomev4zfydua4s35gd3xdc5igtjqetzvwbtkyd.onion:18089/

2.11. Check that the node address and port you entered are displayed in the
Daemon Settings menu; if they are not there, edit the node using the button
on the right. Then click “Next”.

Daemon settings

o be able to communicate with the Monero network your wallet needs to be connected to a Monero node.
For best privacy it's recommended to run your own node

Start a node automatically in background (recommended)

® Connect to a remote node

© Addremote node

waovyhgbeorma64p6cbomev4zfyduads35gd3xdc5igtjqetzvwbtkyd.onion: 18089
e

Previous ®

2.11.1. Restart the Tor Browser: close it, then launch it again.

2.12. Click “Create wallet” and enter the password you created in step 2.9.

™ MONERO

You're all set up!

New wallet details:
Wallet name 1
Wallet path monero-storage/wallets

Mnemonic seed language English

Daemon address waovyhgbeorma64p6chomev4zfyduads35gd3xdeSigtjqetzvwbtkyd.onion: 18089

Network Type Mainnet

Previous




2.13. Make sure the Tor Browser is open. If it is not running, the wallet will not
work.

2.14. Monero wallet (launch the wallet using the file monero-wallet-gui.exe) >>
Settings >> Interface:

In the Monero wallet, go to Settings >> Interface and configure the following:

a) Disable “Check for updates periodically”.

b) Disable “Lock wallet on inactivity”.

c) Enable “Socks 5 proxy” and enter 127.0.0.1 in the IP address field and 9150 in the
Port field. It is IMPORTANT to change the default port from 9050 to 9150; otherwise,
the connection will not work.

M Account #0 Wallet
< Primary account

Custom decorations
xMr 0. 000000000000

Check for updates periodically

Display wallet name in title bar
Account Hide balance

Send Light theme

Ask for password before sending a transaction

Receive Autosave

Transactions Every 10 minute(s)

Advanced ock wallet on inactivity

TN

Settings ) Sync in the background when locked
- <4 Ask to stop local node during program exit

Enable displaying balance in other currencies

N

( 4 | JSocks5 proxy (remote node connections, updates downloading, fetc

\\..

IP address Port

127.0.0.1 9150
—— (==




2.15. Inthe wallet, go to Settings >> Node and check that the node address and
port you entered are displayed there. If they are shown correctly, your
configuration is in effect.

monero-storage/wallets/1/1

Account #0 Wallet Interface |
< Primary account

XMR 0 000000000000 Local node

The bloc s loaded to your computer. Provides higher security and requires more loc

Account
Remote node

Send Us hird-party server to connect to the Monero network. Le e, but easier on your computer
Receive

Transactions
To find a remote node, type 'Monero remote node’ into your favorite search engine. Please ensure the node is run by a trust

Advanced

Settings 25" Add remote node

waovyhgbeorma64p6cbomev4zfyduads35gd3xdcSigtjgetzvwbtkyd.onion: 18089

moneroexnovtip4datcwbgjznnulgm7q34wclérd4gcvecruhkceb2xyd.onion:18089

2.16. Inthe wallet, go to Receive >> Create New Address. Leave the field “Set the
label of the new address” empty and click “Ok”.

M Account #0

< Primary account

xMr 0. 000000000000

Account

Send

Transactions Address #0

Primary address

Advanced .
49P5YLKGONSLLoh2bYFcDuNNstz4QhzjCW

. FLoSQgVNmrJmDhEerVi598iy2L xe59A3Sez
Settings SPy8qi6JA3AQdzXys9aNMqippb

Addresses

#0 Primary address 49P5 YLKG .. aNMqg ippb




2.17. Inthe Monero wallet, copy the created address by going to Receive and
clicking the “Copy address to clipboard” button. Save this address in the
same place where you stored the seed phrase, creation date, restore height,
and password.

M Account #0
Y

Primary account

XMR 0 000000000000

Account

Send

&)
Address #1

Transactions
(no label)

Advanced )

8B9omBpNbPaF1ZKxL3vBsi3b5Rod2HVRNf

. 8PE4AkFbfwDAvVG7FXPDEBR8h3QNFjhTtUq
Settings Pmyt8cxRVSpyeUTL8JtiIF7NRLAS

Addresses

Primary address 49P5 YLKG .. aNMq ippb

8890 mBpN .. iF7N RLAS @& [‘_.‘gr/i‘g \

Copy address to chpboar}}\_//

2.18. The wallet must be connected to the internet and fully synchronized. In that
case, everything is correct, and you will see the following status in the lower

left corner.

Wallet is synchronized

Daemon is synchronized (2139429)

R'erhote'riode




2.19. Possible errors (option “a”): if the wallet is already connected to the internet,
but synchronization is NOT yet finished, the image will look like this:

Wallet blocks remaining: 329512

Daemon is synchronized (2186022)

Connected b

2.20. What other errors there may be (“b”): when the wallet is not connected, you
will see the “Disconnected” mark:

7
}

2

/" Disconnected

If “Disconnected” appears:

a) restart the Tor Browser and check your internet connection; if Tor has been blocked
by your internet provider, see item 2.22 below

b) check the Socks5 settings in the wallet (item 3.2)

c) restart your Tor Browser

d) if the three items above did not help, change the node and port in the settings —
replace them with another onion node and port from the public list (item 2.11)

2.21. If Tor and its bridges are blocked by internet providers, then your Tor
Browser will not work and the wallet will not connect. The simplest solution
is to enable a VPN and always carry out all the steps of the instruction with
the VPN on. Please note: some VPN applications ask you to manually specify
which programs will connect through the VPN. If your VPN is like this, do not
forget to add the Tor Browser to this list.



3. Creating an ETH wallet — using Metamask as an example.

If you already know how to use ETH wallets and are confident in the correctness of your
experience and the settings of your wallet, then you can skip this Part 3 of the
instruction and proceed to the next Part 4.

3.1. The Metamask wallet is installed in the browser as an extension. If you do not
want to leave traces in your usual browser, install the LibreWolf browser on a USB
flash drive — a version of Firefox with privacy settings. You will be able to launch
this browser directly from the flash drive and use it only for the wallet.

3.2. Open https://librewolf.net/installation/windows/ and click on the lower blue
button with the word “portable”:

Installation instructions for E&Windows v

Installer

To install LibreWolf on Windows, just downlc d run the latest installer

View all versions and release notes

ended), you can choose to install the
LibreWolf WinUpdater, which u then can open the WinUpdater program and

enable automatic updates by

1 task for automatic update checks..."

f, useful in cases where installation at system level
eWolf. LibreWolf WinUpdater is included for automatic

Currently we also release a portable
is not possible, or for just testing some z
updates. You can dowload it here:

View all versions and release notes

Download librewolf-



https://librewolf.net/installation/windows/

3.3. Save the zip file to a folder, extract it there, and run the file LibreWolf-
Portable.exe. If a LibreWolf WinUpdater window appears, you can close it,
and the LibreWolf browser will start.

LibreWolf
Profiles
() LibreWolf-Portable.exe
@ LibreWolf-WinUpdater.exe
£ LibreWolf-WinUpdater.ini
|y ScheduledTask-Create,ps1
|&4 ScheduledTask-Remove.psi " e

LibreWolf WinUpdater 1.11.1
p

145.0.1-2 (x86_64)

Could not connect to https://gitlab.com. No changes
were made to your LibreWolf folder.

visit the for help.

3.4. In the LibreWolf browser, open the link https://addons.mozilla.org/en-
US/firefox/addon/ether-metamask/ and click the blue “Add for Firefox” button.

Mg MetaMask - Crypto
Wallet
by danfinlay

The most secure wallet for crypto, NFTs, and DeFi, trusted by
millions of users

* 3.2 (6,556 reviews) 373,848 Users


https://addons.mozilla.org/en-
https://addons.mozilla.org/en-

3.5. Click “Continue to installation”

Allow addons.mozilla.org to install an add-on?

You are attempting to install an add-on from
addons.mozilla.org. Make sure you trust this site
before continuing.

Learn more about installin

Don’t Allow Continue to Installation

3.6. Enable “Allow extention to run in private windows”, then click “Add”

B w A

&2 Add MetaMask

» Access your data for all websites
» Input data to the clipboard
« Display notifications to you

Optional settings:

low extension to run in private windows
garn more

Required permissions: ‘

3.7. Enable the “Pin extension to toolbar” option, then click “Ok”

s.html#onboarding’ ¥ Yy Y © W =

¢ MetaMask was added.

pdate permissions and data preferences any time in
ension settings.

axtension to toolbar



3.8. The “Help us improve MetaMask” question will appear. Select “No Thanks”

Help us improve
MetaMask

We'd like to gather basic usage and diagnostics data
to improve MetaMask. It will always be:

v Private: Clicks and views on the app are stored,
but other details (like your public address) are not.

v General: We temporarily use your IP address to
detect a general location (like your country or
region), but it's never stored.

v Optional: You decide if you want to share or
delete your usage data via settings any time.

We'll use this data to learn how you interact with
our marketing communications. We may share
relevant news (like product features).

We'll let you know if we plan to use this data for other
purposes. You can review our Privacy Policy any time (we

never selltd

QU provide here).



3.9. Select “Create a new wallet”

Let's get
started!

-

| have an ;}l:s——tlﬁg Wallet



3.10. Select “Use secret recovery phrase”

Choose an option to continue X

{5 Continue with Google

‘ Continue with Apple

Use Secret Recovery Phrase

By continuing, | agree to MetaMask's Terms of
Use and Privacy notice.




3.11. Select “Get started”

Step 2 of 3

Secure your wallet

Don’t risk losing your funds. Protect your wallet by
saving your Secret Recovery Phrase in a place you
trust.

It's the only way to recover your wallet if you get
locked out of the app or gef.anew device.

e

I ———

Remind me later

3.12. Create a password and enter it in “Metamask Password”. Agree that you
won’t forget the password “If | forget this password, MetaMask can’t reset it
for me”. Click “Create password”



Steplof 3

Meta mask as work

Unlocks MetaMask on this device only.

Create new password

FEPOPRGEVE IR E TV OBA BN (®)

Must be at 1eas

Confirm password

f
| llfl forget this password, MetaMask can' reset |t for

U earn maore



3.13. The “Save your Secret Recovery Phrase” window will open. Tap “Tap to
reveal”

Step 2 of 3

Save your Secret
Recovery Phrase

This is your Secret Recovery Phrase. Write it down in
the correct order and keep it safe. If someone has
your Secret Recovery Phrase, they can access your
wallet.

Don’t share it with anyone, ever.

D

Tap to reveal

Make sure no one is watching your screen.




3.14. The seed phrase will be displayed. Save it. Example of a saved seed phrase:
street shrug enriches blanket stand east sausage battle panther enlist book
future. The seed phrase allows you to restore your wallet if your device is
lost.

Step2of 3

Save your Secret
Recovery Phrase

This is your Secret Recovery Phrase. Write it down in
the correct order and keep it safe. If someone has
your Secret Recovery Phrase, they can access your
wallet.

Don’t share it with anyone, ever.

1. street 2. shrug 3. enrich
4. blanket 5. stand 6. east

7. sausage 8. battle 9. panther
10. enlist 11. book 12. future



3.15. Enter the missing words of the seed phrase to check if the seed is saved
correctly. Then click Continue >> Got it

Step 3 0of 3

Confirm your Secret
Recovery Phrase

Select the missing words in the correct order.

10. 1. o€ 12.

panther future enlist



3.16. Enter the Manage Default settings menu

Your wallet is ready!

If you lose your Secret Recovery Phrase, you won't be
able to use your wallet.

Learn how you can keep this phrase safe so you never
lose access to your money.

£ Manage default settings



3.17. There are three sections here: “General”, “Assets”, and “Security”. In these
sections, disable some of the options to reduce the collection of your data.

“General”

Turn on backup and sync —disable
“Assets”

Turn on enhanced token detection — disable

Show balance and token price checker —disable Show ENS domains in the address bar —
disable Batch account balance requests — disable

“Security”

Decode smart contracts — disable Proposed nicknames — disable

, Default privacy
settings

MetaMask uses default settings to best
balance safety and ease of use. Change these
settings to further increase your privacy.
Learn more about privacy best practices.

General >
Sync settings across devices, select network
preferences, and track token data

Assets >
Autodetect tokens in your wallet, display NFTs, and
get batched account balance updates

Security >
Reduce your chances of joining unsafe networks and
protect your accounts



3.18. Return to the beginning of the “Default privacy setting” menu and click
“Done” >> “Continue” >> “Done”

3.19. Click the context menu (three-line icon), then “Settings”

a Accoun p pNotifications ~ New!
OXATEA4E

22 Account details

$0.00

+$0.00 (+0.0¢ e View on explorer
etherscan.o
S 4
Buy @ All permissions sive
Tokens " Expand view i34
Eth :
n gae K Networks
Ethereu 30.00
O A+168° ® Snaps OETH

Tips for us

Adding toks
fo use web:

Support

Token ma

Lock MetaMask



3.20. Click “Security and privacy” and disable all options except “Basic
functionality” (the only one that should be active)

g Settings X

I earch /
& General >
= Advanced >
@ Backup and sync >
M Contacts >
Q Notifications >

Security & privacy >

& Experimental >



3.21. Return to the main Metamask menu and click the “Receive” button

Account1 v

“  0x89B04.d3307 |0

OETH @

+$0.00 (+0.00%) Discover 4

S " B K
Buy Swap Send Receive
Tokens DeFi NFTs Activity
Ethereum Mainnet ‘v =

Ethereum « Earn ¥
0 A O ETH

3.22. Copy your ETH address where coins can be transferred to you (the “copy
address” button)

Receive

Account 1

0x2957526d11ebba5326b2281117

@ Copy address




3.23. Close LibreWolf, open it again, and go to the wallet. Then use LibreWold only
for Metamask, without any other activities.

3.24. For reference: for this instruction, USDT or other stablecoins are superfluous,
they will only complicate your actions. But if you need it, Metamask allows
you to manage USDT. Metamask menu >> Tokens >> Import tokent >> in the
search tokens field, type “usdt” >> select Tether USDT on Ether from the list
>> Next >> Import. You will need to send yourself a little ETH for gas,
otherwise you will not be able to transfer USDT.

D Account1 v @ —
o =

$0.00 @

+$0.00 (+0.00%) Discover 4

S i) B> K
Buy Swap Send Receive
Tokens ) DeFi ~ NFTs  Activity

Ethereum Mainnet =

Ethereum « Earn ¥

0 A+1.22% + Import tokens

v Refresh list



3.25. Withdraw ETH coins from your cryptocurrency exchange or through an
exchanger to your ETH address (point 3.20 above). You will see the received
funds on the Metamask balance. The exchange is usually more convenient
than buying through exchangers or wallets.

3.26. If you are not a customer of the exchange, but want to buy ETH from your
bank card, for example, in Europe, then in Metamask click “Buy”

D Account1 v @ _
0 =

$0.00 @

+$0.00 (+0.00%) Discover 3

S \ L) > 74
Buy swap Send Receive

Tokens DeFi NFTs Activity



3.27. A page will open in the browser, select “Manage in settings”

Help us improve MetaMask

We'd like to gather basic usage and diagnostics data to improve MetaMask.

icipate in MetaMetrics

Participate in Error Tracing
Par ate in Error Tracing to help us

In addition to MetaMetrics, we'd like to use data (like information from
cookies and pixels) to learn how you interact with our marketing
communications. We may share relevant news (like product features).

Manage in Settings Accept selected

$U.UI
+$0.00 (+

$
Buy

Tokens

) Ether

Tett
0 Vv

Dai
0 vV

USL
0 A«

Eth¢
0 A



3.28. In the menu that appears, disable all the options for collecting your data
(Participate in Metametrics, Data collections for marketing, Participate in
Error Tracing, etc.)

Participate in MetaMetrics

v MmiaMetrics to collect basi

Data collection for marketing

\A/

We'll use MetaMetrics to learn how you int

oiherdnaterials)

Participate in Error Tracing

fewsate in Error Tracing to help us mak

3.29. Inthe same place, open the link https://app.metamask.io/buy, then click
“Connect wallet”

Buy Q. Search for a token...

Buying crypto made easy



https://app.metamask.io/buy

3.30. Inthe window that opens, click “Connect” again

#) Extension: (MetaMask) - MetaMask — LibreWolf

app.metamask.io ¢

Connect this website with MetaMask

Accounts Permissions

° Account 1

Edit accounts




3.31. Click “Get Started”

Buying crypto made easy

O

How do you wont to buy your crypto?

Buy crypto how you want, when you want with
MetaMask

Get Started




3.32. In“Where are you located?”, specify the country from which you will be
paying

Where are you located?

& Afghanistan

Albania




3.33. A menu will appear where you need to:

a) specify the amount you are transferring

b) “Change” — select the transfer method (card, PayPal, SEPA, etc.) c) “See more
guotes” — select the provider (MoonPay, Revolut, etc.)

Buy Select Payment Method < How do you want to buy your crypto?

are rates Ir hese providel
Q@ ox608c.00Ecrs

MOST RELIABLE
Debit or Credit
mercuryo ©

€333

PayPal

‘ o Ethereum

| 5s Binance P2P
B Debit or Credit Change v )
® -

=ET—
2 O3 E3 D B

@ MoonPay () 0.133159 ETH

0.131504 ETH
Revolut C i

Recommended Quote

SEPA Bank Transfer

0133715 ETH
mercuryo G B 5

0131233 ETH
€33 EUR

Continue

0.129749 ETH
€32769 EUR

You should choose the transfer method and provider based on the conditions of the
country from which you are paying. Google the experiences of other people from that
country, as detailed reviews are usually available on Reddit. Keep in mind that there is
always a possibility of payment blocking, which can lead to lengthy negotiations with
the bank and provider, as mentioned in the reviews. Therefore, an exchange that is not
prohibited in that country is often a more convenient option, especially for larger
amounts.

Next, follow the menu prompts.



4. Confidential donations via Monero

4.0.1. To donate in Monero cryptocurrency (XMR), you need to create a wallet and
then purchase Monero coins. Creating a wallet is described in part 2 of this guide. You
can legally purchase Monero using various methods, such as exchanges, exchangers,
and decentralized services. This is described in detail here, and the links can be
accessed using a Tor browser:

k

http://monerotoruzizulg5ttgat2emfdd6fbmiea25detrmmy7erypseyteyd.onion/ru/co
mmunity/merchants/index.html

* https://old.reddit.com/r/Monero/comments/1s9m1lig/how_to_get xmr_in_eu/

For May 2026, the easiest way is to buy any other popular cryptocurrency and then
exchange it for Monero. Below is a step-by-step guide for buying Monero using
Ethereum (ETH). It is important to first send the ETH coins to your Metamsk or other
non-custodial wallet, as errors may occur otherwise. Alternatively, you can use a
Bitcoin or other cryptocurrency wallet instead of ETH.

4.0.2. For exchanges up to $1000, we recommend the exchange https://ff.io. For larger
amounts, we recommend https://www.wizardswap.pw or https://letsexchange.io It is
safer to split transfers of $10,000 or more into multiple exchanges.


http://monerotoruzizulg5ttgat2emf4d6fbmiea25detrmmy7erypseyteyd.onion/ru/co
https://old.reddit.com/r/Monero/comments/1s9m1iq/how_to_get_xmr_in_eu/
https://ff.io/
https://www.wizardswap.pw/
https://letsexchange.io/

4.1.1. Open the Monero wallet and create a new address. To do this:

a) Select Receive from the side menu
b) Click the orange button on the right: Create new address

M Account #0

< Primary account

XMR O 000000000000

Account

Send

s

=

Transactions Address #0

Primary address

Advanced .
49P5YLKGONSLLoh2bYFcDuNNstz4QhzjCW

. FLoSQgVNmrJmDhEerVf598iy2L xe59A3Sez
Settings SPy8qi6JA3AQdzXys9aNMqippb

Addresses

#0 Primary address 49P5 YLKG .. aNMqg ippb




4.1.2. Copy the new address. To do this, click the button next to the created address,
as indicated by the green arrow in the screenshot below. Then paste the copied
address into a notepad.

M Account #0

< Primary account

XMR 0 000000000000

Account

Send

eceive

Transactions Address #1
(no label)

8B9omBpNbPaF1ZKxL3vBsi3b5Rod2HVRNF
' 8PE4AKFbfwDAVG7FXPDEBR8h3QNFjhTtUqg
Settings Pmyt8cxRVSpyeUTL8JtiIF7NRLAS

Advanced

Addresses

Primary address 49P5 YLKG .. aNMqg ippb

8B90 mBpN .. iF7N RLAS Q [ I‘i, w
Copy address to clipboar /

4.2. Open the Metamask wallet with your ETH coins and click “Send”

$0.00

+$0.00 (+0.00%) Discover [4

$ ) > i 74
Buy Swap % Send / Receive



4.3. Select “Ethereum (ETH)"”

@ All networks v

0.00
0.0767 ETH

Ethereum
O =4

4.4. Click “max” —a number will appear in Amount. Subtract 0.0001 from it in case of
commission fluctuations, the transfer amount will be obtained. Example: if
max=0.8 eth, then 0.8 — 0.0001 = 0.7999 eth (transfer amount)

< Send
(¢ ]
ETH
To

E”‘l
\-/ 0.02" ETH available (Max




4.5. Open https://ff.io via Tor browser. If the XMR-Monero directions on this
exchange are temporarily unavailable or the amount is more than $1000, use
other exchanges — links to them in point 4.0.2.

a) “Send”: select ETH (Ethereum), insert the transfer amount from point 4.4 above
b) “Receive”: select “XMR”

c) “Destination. Your Monero address”: insert your new Monero address (see 4.1.1
and 4.1.2 above)

d) Check everything and click “Exchange now”

Lightning cryptocurrency exchange

0.9999

¥ Destination

Your Monero address
+

o

Order type Ira § ? "‘jl Exchange now
X

By using the site and creating an exct agree to the FixedFloat's



https://ff.io/

4.6. Enable “lI don’t want to see this notification anymore” and click “Refuse”

Email notifications about order status

Enter your valid email to receive notification of changes in the status of this order. Any
changes to order data are possible only through confirmation from the email specified

in the order.

4.7. A link to the order will open. Copy the ETH address from the “Send [amount] ETH
to the address” line. Do not close the link to the order.

1.0000 ETH €} -

dTETH!
0x432edb20b95818027fe21742a576008c47f4b2

1 4 nety

Float rate

12/05/2025 723 PM 888tNkZrPN6JsEgekjiMnABU4TBzc2Dt29EPAVKRXbANSANjyPbb3iQ1YBRKIUXcdRsiKe
. 9dhwMVgN559cQUiyoogDavup3H




4.8. Return to Metamask, and in Metamask click “Send” >> Ethereum (on the
screenshots in points 4.2 and 4.3). After that:

a) In the “To” line, insert the ETH address from the order (point 6 above)
b) In the “Ammount” line, insert the transfer amount (IMPORTANT: the transfer
amount must exactly match the amount from the order in point 4.7 above)

¢) Click “Continue”

< Send
eo
ETH
To o —
y 4
Py 3
a 0xb3c13...33ach i o
& \. \::;:.( -/5 4/'1
AMGURL —
{ 0.025 } ETH]

0.02665 ETH available Max




4.9. Select “Confirm”

£ Review =
0.025 ETH
From N To
@ Account1 @ oxI
Network @ Ethereum
Network fee @ Z <$0.01 @ ETH
Speed & Market ~12 sec
Cancel

4.10. If there is no “Confirm” button and you see the message “Network fee alert”
instead, you need to increase the fee. Follow the steps from 4.2 again, and in 4.4,
subtract 0.001 eth instead of 0.0001 eth to increase the fee. Then follow the
instructions.

< Review =

O

0.025 ETH

From To

>
#® Accountl @ Ox
Network ) Ethereum

Network fee A Alert > ¥y 2 <$0.01 @ ETH

M Market ~12 sec

Cancel



4.11. After the ETH transfer, the funds will be sent to the exchanger's address, and in
a few minutes, the order will be marked as having sent your XMR. After that, you
can copy

4.12. Open the Monero wallet and check the transaction in the Transaction item (side
menu on the left). Remember that the Tor browser must be open, otherwise the
Monero wallet will not connect to the network.

4.13. Close the Monero wallet and (this is important!) pause for 12 hours or more.

4.14. After more than 12 hours, open the wallet and send the first transfer to the
address where you are donating. It is better to split the donation into 2-3
payments with an interval of 24 hours between them. For example, if you are
donating 10 XMR, you can do it in three transfers: 1.2578 XMR on Monday,
5.19323 XMR on Thursday, and 3.5489 XMR on Sunday. Therefore, in the first
transfer, do not send all of your Monero, but send a portion of it. See the step-
by-step description of the transfer process below.



4.15.To transfer Monero, select “Send” in the Monero wallet and in the window that
opens:
Address: insert the address where you are donating
Amount: insert the amount you are donating (remember to split the donation into
several transfers, as described in 4.15 above)

Click Send

AddressF a ( Amount 09

e, —~—

“~4AL26€MahmpCvs1ynabRKtUqDF6wg5EuU6euzS9zDeDvvBMuYX2yiC5
0QZL4HwKiX6648ZuGDgMKRuoAuaxJVVHaCiHLUPwgx

© Add recipient

0.12578043

Transaction priority

Automatic v | ~0.00003272 XMR fee

© Add description

Advanced options v




4.16. Click Confirm

4.17. Enter your Monero wallet password and click Send transaction

Please enter wallet password

4.18. The transfer should be displayed in Transactions (the side menu on the left).
After 3 to 15 minutes, an orange bold dot will appear next to the transfer. This
means that the transfer has passed the first confirmation and will be received.

Transactions Sort & filter A

130 transactions total, showing 11. Page: 1/12 >

Blockheight Date
2025736 17 hours ago

If there is no orange dot for more than an hour, then an error has occurred. Try the
following steps:

a) Check the internet connection
b) Restart the Monero wallet and Tor browser

c) If the above steps do not work, change the node and port in the settings to a
different onion node and port from the open list (in section 2.11)



Additional information.
Tor Browser: working in the CIS countries and the Western world Introduction

Tor Browser is an open source browser developed by the non-commercial
organization The Tor Project, Inc. The technological basis of the browser, the onion
routing method, was created in the mid-1990s at the US Naval Research Laboratory.
The first publicly available version of the Tor network appeared in 2003, and the Tor
Project itself was registered as a 501(c)(3) non-profit organization on December 22,
2006. Early financial sponsors of the project include the Electronic Frontier
Foundation (EFF), Human Rights Watch, the University of Cambridge, and Google.

CIS Countries: Tor Browser Status Full and Strict Blocking

Turkmenistan is the most restrictive censor in the CIS region. Tor relays are blocked,
and most major CDN providers (Hetzner, OVH, DigitalOcean) are unavailable, making
many bridges ineffective. In July 2023, the authorities blocked all Tor bridges after
instructions for their use spread on Telegram channels. According to opposition
investigations, the Turkmenistan Cybersecurity Department simultaneously blocked
Tor and illegally sold "clean" internet access to citizens for bribes. The use of VPNs
and censorship-bypassing tools is legally prohibited.

Blocked with partial bypass capabilities

In Russia, the torproject.org website and direct connections to the Tor network were
blocked in December 2021; since then, the Tor Project has recommended using
bridges to bypass blocks. According to the official Tor Project page, obfs4 and
Snowflake are the most commonly used bridges in Russia, and in cases where such
bridges are cut by DPI or blocked by IP, WebTunnel bridges are useful, especially
those hosted by less well-known hosting providers. However, the availability of a
specific transport varies over time and depends on the provider, so the Tor Project
does not guarantee but only recommends different options for circumvention.

Belarus began blocking Tor in August 2020, coinciding with widespread internet
disruptions during the presidential election. Blockings were mostly performed at the
IP address level (without DPI): TCP connections were terminated before the
handshake was completed. Currently, obfs4 bridges, WebTunnel, and Snowflake are
used to bypass blockings.

Kazakhstan has been using DPI and other filtering methods to restrict SSL/TLS traffic,
including Tor and VPNs, since at least the early 2010s. In 2019, the authorities
attempted to implement a national root certificate to intercept encrypted traffic, but
it was blocked by Mozilla and Google. Under normal conditions, direct access to Tor
in the country may be unstable or difficult, and the Tor Project recommends using



bridges, including obfs4, to bypass restrictions.
Without blockages or with minor restrictions

According to available official and research sources, Ukraine has not implemented a
confirmed system-level Tor blockage; the browser is accessible, and the country is a
notable user of the Tor network.

Moldova, Armenia, Georgia, and Kyrgyzstan have not reported any Tor blockages. The
browser is accessible, although the quality of the internet infrastructure and the level
of internet freedom vary.

Azerbaijan is monitored by OONI for internet censorship, but there are no
documented specific mechanisms for blocking the Tor network in open sources.

Tajikistan has not reported any Tor blockages, but there are restrictions on certain

resources in the country.

Tor Browser Status by Country:

Nature and reason of Methods of
Country Status o . :
restrictions circumvention
DPI blocking since Dec. 2021:
public relays blocked, default
Blocked obfs4, meek-azure, Snowflake obfs4/WebTunnel
Russia (circumvention bridges with a number of bridges on little-known
possible) providers; since 2025 — hosting; Snowflake
throttling of connections with
major hosting providers
Belarus (Bcli?gtij?no\l/ention IP blocking of public relays and obfs4, WebTunnel,
. default bridges since 2020 Snowflake
possible)
State monopoly on the internet;
Almost DPI + blocking by IP subnets of Snowflake + AMI_D
. ) _ : cache (unstable);
Turkmenistan completely major CDNSs; all Tor bridges . .
, _ private bridges from
blocked blocked since 2023; use of ;
: . o the Tor Project
circumvention tools is illegal
Direct . DPI blocking of SSL/Tor traffic ,
Kazakhstan connection : obfs4 bridges
since 2012
blocked
. Direct . General restrictions on internet obfs4 bridges,
Uzbekistan connection
oo resources Snowflake
difficult
Ukraine Works No blocking recorded Not required



Country

Moldova
Armenia
Georgia
Kyrgyzstan

Azerbaijan

Tajikistan

Status

Works
Works
Works
Works

Works

Works

Methods of
circumvention

Nature and reason of
restrictions

No blocking recorded Not required

No blocking recorded Not required

No blocking recorded Not required

No blocking recorded Not required

No blocking recorded Not required

Restrictions on internet
resources; no Tor blocking
recorded

Not required

Tor Browser Status in Western Countries

Country

USA

Germany

France

United
Kingdom

Netherlands
Sweden
Canada

Australia

Status

Works

Works (with
reservations)

Works

Works

Works
Works
Works

Works

Nature of the situation

Tor is legal; no direct restrictions. Widely used by journalists
and researchers

Tor is legal; in 2024 the German police deanonymized an
offender through a “timing attack” — long-term monitoring

of nodes, however the Tor Project stated that the network is
safe for ordinary users

Tor is legal; no direct restrictions

Tor is legal; there are discussions about regulating
VPNs/anonymizers, but there are no direct restrictions on
Tor

Tor is legal; no direct restrictions

Tor is legal; no restrictions

Tor is legal; no restrictions

Tor is legal; no restrictions






